Texas A&M University-San Antonio

Digital Commons @ Texas A&M University- San Antonio

Computer Science Faculty Publications College of Business

2010

Applying Hessian Curves in Parallel to Improve Elliptic Curve
Scalar Multiplication Hardware

F. B. Muhaya
Q. A. Al-Haija

Lo'ai A. Tawalbeh
Texas A&M University-San Antonio, ltawalbeh@tamusa.edu

Follow this and additional works at: https://digitalcommons.tamusa.edu/computer_faculty

b Part of the Computer Sciences Commons

Repository Citation

Muhaya, F. B.; Al-Haija, Q. A.; and Tawalbeh, Lo'ai A., "Applying Hessian Curves in Parallel to Improve
Elliptic Curve Scalar Multiplication Hardware" (2010). Computer Science Faculty Publications. 3.
https://digitalcommons.tamusa.edu/computer_faculty/3

This Article is brought to you for free and open access by the College of Business at Digital Commons @ Texas
A&M University- San Antonio. It has been accepted for inclusion in Computer Science Faculty Publications by an
authorized administrator of Digital Commons @ Texas A&M University- San Antonio. For more information, please
contact deirdre.mcdonald@tamusa.edu.


https://digitalcommons.tamusa.edu/
https://digitalcommons.tamusa.edu/computer_faculty
https://digitalcommons.tamusa.edu/business
https://digitalcommons.tamusa.edu/computer_faculty?utm_source=digitalcommons.tamusa.edu%2Fcomputer_faculty%2F3&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/142?utm_source=digitalcommons.tamusa.edu%2Fcomputer_faculty%2F3&utm_medium=PDF&utm_campaign=PDFCoverPages
https://digitalcommons.tamusa.edu/computer_faculty/3?utm_source=digitalcommons.tamusa.edu%2Fcomputer_faculty%2F3&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:deirdre.mcdonald@tamusa.edu

International Journal of Security and lts Applications
Vol. 4, No. 2, April, 2010

Applying Hessian Curves in Parallel to improve Elliptic Curve
Scalar Multiplication Hardware.

Fahad Bin Muhaya', Qasem Abu Al-Haija'*> and Lo'ai Tawalbeh *
! King Saud University (KSU), Prince Mugrin Chair for IT Security,
Kingdom of Saudi Arabia, Riyadh
? Jordan University of Science and Technology (JUST), Department of Computer
Engineering, Jordan, Irbid 22110, P. O. Box 3030
fmuhaya@ksu.edu.sa, Eng _Qasem1982@yahoo.com, Tawalbeh@just.edu.jo

Abstract

As a public key cryptography, Elliptic Curve Cryptography (ECC) is well known to be the
most secure algorithms that can be used to protect information during the transmission. ECC
in its arithmetic computations suffers from modular inversion operation. Modular Inversion is
a main arithmetic and very long-time operation that performed by the ECC crypto-processor.
The use of projective coordinates to define the Elliptic Curves (EC) instead of affine
coordinates replaced the inversion operations by several multiplication operations. Many
types of projective coordinates have been proposed for the elliptic curve E: y* =x* + ax + b
which is defined over a Galois field GF(p) to do EC arithmetic operations where it was found
that these several multiplications can be implemented in some parallel fashion to obtain
higher performance. In this work, we will study Hessian projective coordinates systems over
GF (p) to perform ECC doubling operation by using parallel multipliers to obtain maximum
parallelism to achieve maximum gain.

Keywords: Elliptic Curve Cryptography , Public-Key Cryptosystem , Galois Fields Of
Primes GF(p) , Modular Arithmetic , Hessian Curves , Modular Inversion Operation ,
Parallelism , Projective Coordinates , and Projection.

1. Introduction

Information is one of the most important issues of our era. Timely and reliable information is
necessary to process transactions and human communications. Information security is the
process by which an organization protects and secures its systems, media, and facilities that
process and maintains information vital to its operations.

The science of protecting information from unauthorized operations is called Cryptography
[1, 3]. It’s the study of hiding information by writing it using secret code to maintain it from
any illegal process during the transmission. The basic communication scenario [3] for a
cryptography system contains two major parties (Fig 1): A, who transforms the original
message that contains meaningful information (plaintext) into an enciphered and
unintelligible form (Ciphertext) using an algorithm and a key in a process called encryption.
The second party, B, transforms Ciphertext back to the Plaintext. Such a process is called
decryption. A third party, E, is a potential eavesdropper. According to the
Encryption/Decryption keys, cryptosystems fall into two categories: Symmetric key, and
Public key. In Symmetric key algorithms, the encryption and decryption keys are the same
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and known to both communicated parties (Ex = Dy). Examples of symmetric algorithms are
the Data Encryption Standard (DES) [1, 3] and Rijndeal (AES) [3].

Entrypiton Drecryption
Key (Ey) Key (D

Ciphertext
Encryption * Decryption
al gorithan Algorithin
E

Fig.1. Basic communication scenario for cryptography system

In the public key cryptography (PKC) algorithms, where two different keys are used (Ey #
Dy), the encryption key (Ey) is made public and the decryption key (Dy) is kept private but it
is computationally infeasible to find the decryption key (D) without information known only
to the initiator (who wants to receive messages from others). This operation makes PKC
methods very powerful and flexible to use. On the other hand, the PKC needs high
computational power compared with the computations needed by the symmetric key
algorithms which affects the performance of the cryptosystem.

There are many PKC algorithms such as RSA Algorithm which is based on the difficulty of
integer factorization for very large integers and EL-Gamal Cryptosystem [2] which is based
on discrete logarithm problem [1, 3, and 8]. While conventional public-key cryptosystems
(RSA, Diffie-Hellman, and Digital Signature Algorithms- DSA) operate directly on large
integers, an Elliptic Curve Cryptosystem (ECC) operates over points on an elliptic curve.

In the next section, Section 2, the description and revision of ECC and its basic operations is
briefly described. Section 3 presents the System equations where it forms the core of the
implementation phase proposed in this work. In Section 4, Modeling and Analysis, the
graphical representation of how the data travels from inputs to outputs by using data flow
diagrams (DFD) is presented. Section 5, Cost Comparison, shows the Area and Speed
estimation for each design and finally compare them using AT measure. The comparison
between Hessian Curves and Standard Curves (Short Weierstrass Curves) for ECC over GF
(p) point doubling operation is given in Section 6, Summary of results, followed by the
conclusion, Section 6.

2. ECC Cryptosystem-Revisited

ECC is a public-key Cryptosystem that is based on the Discrete Logarithm arithmetic
involving the points of the curve. As noted in [3, 13], curve arithmetic is defined in terms of
underlying finite field which is a set of clements that have a finite order (number of
elements). The most popular finite fields used in ECC are Galois Fields (GF) that defined
modulo prime number GF (p) or a binary extension fields GF (2").

ECC offers equivalent security as provided by the classical cryptosystems such as RSA, and
Discrete Logarithm (DL) with substantially smaller key sizes. Figure 2 [4] shows the key size
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comparisons that provide equivalent security levels for RSA, DL and EC systems as an 80-,
112-, 128-, 192- and 256-bit symmetric key encryption scheme. These five specific security
levels [4] were selected because they represent the amount of computations required to
perform an exhaustive key search on the symmetric-key encryption schemes SKIPJACK,
Triple-DES, AES-Small, AES-Medium, and AES-Large, respectively.

Security level (bits)
80 112 128 192 256
(SKIPJACK) (Triple-DES) (AES-Small) (AES-Medium) (AES-Large)

DL parameter ¢
EC parameter n
RSA modulus n
DL modulus p

Fig.2 RSA, DL, and EC key sizes for equivalent security levels. Bit lengths are given
for The DL parameter g and the EC parameter n, and the RSA modulus n and the DL
modulus P, respectively

160 224 256 384 ] P

1024 2045 3072 5192 15360

For example, a 160-bit ECC key provides the same level of security as a 1024-bit RSA key
and 224-bit ECC is equivalent to 2048-bit RSA. Smaller keys result in faster computations,
lower power consumption, as well as memory and bandwidth savings. Assume that p is a
prime number, and let GF (p) denote the finite field of integers modulo p. The point at
infinity, denoted by oo, is also said to be on the curve. The set of all the points on E is denoted
by E over GF (p). Figure 3 shows an example of elliptic curves E: y* = x(x+1) (x-1) defined
over Real numbers (R).

Fig.3 Elliptic curves E: y2 = x(x+1) (x-1) (over R).

Cryptographic mechanisms based on elliptic curves depend on arithmetic involving the points
of the curve, where the original message is converted to points on the affine [14] coordinates
(Figure 3), so that the basic arithmetic operations behind the ECC are [8]: Point Addition,
Point Doubling, and Point Multiplication (Scalar Multiplication). As mentioned in [1], the
heart of these operations is based on modular multiplication which involves reduction by the
modulus in its computations. Modular division [5], however, is a very expensive operation.
Many algorithms were proposed to decrease the cost of the inversion operations, or eliminate
it completely. Some of these algorithms tried to enhance the performance by optimizing the
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algorithms which were designed to work in the affine coordinates and the other solutions built
using the projective coordinates.

In this paper, we will focus on the design and implementation of a new hardware algorithm
for ECC computations such as inverse computation in GF (p) based on efficient projective
coordinates systems [10]. Many projective coordinates were proposed to compute inversion
operations for ECC. We will study and use Hessian Projective coordinates [12] to compute
ECC operations, exploit maximum parallelism to gain in speed and then implement each
coordinates with the best number of multipliers. Our Proposed work use Hessian projective
coordinates systems over GF (p) to perform ECC doubling operation by using parallel
multipliers to obtain maximum parallelism to achieve maximum gain.

3. System Equations

The computations of point doubling operation in the normal affine coordinates which result in
(x3, y3) are appeared in subsection (3.1). The subsections below (3.1 to 3.3) shows the
computations of point doubling operation in the projective coordinates which result in a
projective point (X3, Y3, Z3), so that you can use the same projection to get it back in the
affine form (x3, y3). All computations below assume that X;=X,=X, Y,=Y,=Y.
Let E be an elliptic curve over GF (p) which use Hessian Curves to represent ECC then E can
be defined by the equation:

E:x’+y +1=dxy
To derive the equations of point doubling operation, we need to find the slope (m) where m =
dy/dx as the following:

3z2 + 3y2.%=dm.5¥ +dy =|m= 5—} = %

This equation will be used in the affine coordinate computations and in all 3 cases of
projections for this curve in the projective coordinates.

3.1. Using Affine Coordinates

The affine coordinates [7, 8] considered the normal form Hessian curve without any
projection to produce the value of the point doubling represented as P;= (x3, y3). By Using the
slope (m) equation calculated before and the equation (2), we will get the following:

_ dy _ dy—3s° _ A
M= & T3z M= F

Where | A =dy —32z%|,|B =3y —dz

2

:1:3=m.2—2:1:=:-m3=§-g—2:r.

2
ys =m(z1 —23) —y = y3 = [§]lz— & +22] —y

We simplify these equations to get the final form for x3, and y;, we got:

_ A%?_92:B°
I3 =—"p7

_ A[3zB?_A%-—yB®
Y3 = B

Where | A = dy — 327

B=3?-dz

)
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We can see that the point doubling using Hessian curve at the affine coordinates require 8
multiplications, 5 addition, and 2 modular inversion operations. The modular inversion
(appears just in the affine coordinates case) which is known to be very long operation, takes a
time equivalent to about 3-4 sequential multiplications time , it will be avoided when we
apply the projective coordinates instead of affine coordinates to the point doubling operation.

3.2. Using Projection (X/Z, Y/Z)

Here we substitute (x, y) = (x 2 X/Z,y = Y/Z), so that m =» M Then:

-2 4y Z—X?

e Z =

M = ¥I_ax = yI_dxz
Z

Let A=dYZ—-X2,B=Y2—-dXZ =M

Il
ol

= this will be used to get (X3,Ys, Z3):

Using Equation (10): we will substitute the new values for each x, y, and m, we get the
following:

_ A 2X ZA2_2X B?
Xy =55 = = “Sgpr

_ATX ZA? 232X B2 Y
Yis=glz -z 11— 7

A[3XB*—Z A%
= ZEB

We want the denominator for both X’;, Y’5 to match the projection used so that we multiply
X’; by B/B, we get the following:

= X3 = B[ZA? - 2XB?|
= Y;= ABXB? - ZA? -YB®
= Z3 = ZB?

Now we simplify the computations of Xj, Y3, Z; to its main operations (multiplications,
additions...) in some parallel manner:

y = Xz,az = Yz,ag = ZX, Xy = ZY

= |A=da4 — ¥y | P |B=a2 —da3

as =A% ag = B%  ar=2ZB,as =Y B

g = Zag, ayg = Xag, 11 = Qglg, iz = @yl

=y“‘|C]_=Qg —20:]_()I,|02=3010—0€9|,|Zg=Q]_2

13 — B.C]_, g = ACQ

= [Xs =]

=r'|Y3=0El4—OEu|
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3.3. Using Projection (X/Z, Y/Z?)

Here we substitute (x, y) 2 (x & X/Z, y & Y/Z?), so that m = M Then:

d—g—ié dy —x?
M= L2 = pryr— 3
YIoux ZIYI_dXZT)

LetA:dY—XZ,B=Y2—dXZS=;~M=E§§

= this will be used to get (X3, Y3, Z3):

Using Equation (10): we will substitute the new values for each x, y, and m, we get the
following:

Xia = AL _2X A?_2xz7°g?
3= ZigT Z ZiB?

V== [g _ _49—2)«:2332] _ Y
STZIBLZ Zip? zz

ABXZ*B*-A%-vB*z¢
= ZEVERT

We want the denominator for both X’;, Y’; to match the projection used so that we multiply
Y’; by (Z’B)/ (Z°B), we get the following:

= Xz= A2 -2X73DB?
= Y3 = AZ?B[3XZ3B? — A’] - YB*Z"
=| Z3 = Z'B?

Now we simplify the computations of Xs, Y3, Z; to its main operations (multiplications,
additions...) in some parallel manner:

(23] =X2,C£2 =Zz,a3 =7X

~[Ad —a

g = g¥g, k5 = YQ,CEG = Az

- [Fes o]

y = Bag,ag = Y.ag,ag = B2

g = 7y, 1] = (kglg, X1 = Galkg

= X3 = g — 2012

O=3a12—a5HZg=am

F

a1z = Aoy, a14 = anagg

15 = C.Cﬁlg

3.4. Using = |Yz =oa15 — a4 Projection
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Here we substitute (x, y) (x & X/** y = Y/Z%), so that m = M Then:

et A =dYZ—-X7 B=Y'—dXZ =M T'J-TF

w this will be used to get (Xa, Y5, £a)

Using Equation (10): we will substitute the new values for each x, y, and m, we get the

following:

_ A2 2X A _axz2p?
Xl3 = oz — %5 = “—Zipe

Vie=_A4 [X _ Ag—zxzﬁaﬁ] _ Y
3T ZIplzZT Zip2 Z3

Al3xz?B? A% -vZ*B®
= 753

We want the denominator for both X**, Y”* to match the projection used so that, we get the

following:

=| Xz = A2 —2x2°B? |
={ ¥s = A[3XZ2B? - A% - Y Z3B?

= Z3 =Z’B

Now we simplify the computations of X3, Y3, Z; to its main operations (multiplications,
additions...) in some parallel manner:

k] = X2,a2 = YE,CI:3 = Zz,ﬂ‘.’;l =7Y

= | A=day — o

Xaz, 0 = agaz, a7 = A2

s

g = k53

= B=0:2—d0:8

g = BE,O:]_O = B.Ct's

¥]] = Q5Qg,0)13 = Q1909

=“X3=0f7—20f11|;

C=3O.']_]_—Ct'7|

13 = AC, k14 = B.O.']_a

=?“Y3=&13—&12|; Za=0f14|

33



International Journal of Security and Its Applications
Vol. 4, No. 2, April, 2010

4. Modeling and Analysis

The System Modeling of this research provides an interactive framework that expresses the
hardware architecture of an ECC Crypto-Processor via various projections which includes the
hardware components such as multipliers/adders/registers and the internal and external
interconnections of the ECC Crypto Processor.

Our system models provide a blocks diagram to express the top view of our design and the
graphical representation of how the data travels from inputs to outputs by using the well-
known data flow diagrams (DFD) for ECC operations. Figure 4 shows the block diagram of
the ECC Processor using 4 multipliers which appeared when we projected Hessian curves to
(X/Z, Y/Z) while it needed 3 parallel multipliers when we projected it to (X/Z, Y/Z?) or
(XIZ?, Y/Z7).

—t

Comtrof
Vignali

Controller

bl

Fig.4. Block diagram for Point Doubling Using Hessian Curve with Projection (X/Z, Y/Z)

Hessicn curves: X* + ¥ = 3dXY Hessian curves: X' + 17 = 3057
With Projection: X/T, Y2 With Projectlan: X2, ¥/2'

X, Y, z,

Fig.5 DFD for Point Doubling- (X/Z, Y/Z) Fig.6 DFD for Point Doubling - (X/Z, Y/Z?)
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Figure 5 shows the data flow diagram for point doubling using Hessian curves with projection
(X/Z, Y/Z), as we see in the figure that the best number to implement the Hessian curves with
this projection will be 4 parallel multipliers which results in 4 sequential multiplications.
Where in figure 6 which shows the data flow diagram for point doubling using Hessian
curves with projection (X/Z, Y/Z?), it needs 3 parallel multipliers to implement Hessian curve
with the same cost of 6 sequential multiplications.

Figure 7 shows the data flow diagrams for point doubling using Hessian curves with
projection (X/Z?, Y/Z?); it uses 3 parallel multipliers to calculate the doubling operation in 6
sequential multiplications.

Hessian curves: X' + ¥ = 3dXY
With Profection: X2, ¥

i ] ¥ ¥ : z
—r L—1p It
Cop 3 Cooly ) LLE"
& B AT
LY |':-5- _F.-"' '|-‘- P |;'|I
Cidle) 1 8 ) (8 ) I\
| .-l:"'-'.': .'".- ql | |
h [\ — i /
" AT = !
.-".I_ﬂ:: |I .-""'--'_' 1:-"--: I
i #l!.g__}ll L% ) “'.:":‘_ o F
L T SN
--\'"l! ] b T [
— i ] -"_":i__- uf
C O /8y “m{;
o S =
e, | B e T W
Co L N Cdle
A PO el
ol -
| ey }!':.-Etm
I .I..III = =
C e ) Cldle ) W Idle

Fig.7 DFD for Point Doubling - (X/Z?, Y/Z)
5. Cost Comparison

We can consider the cost of the design as a figure of merit to show which design is better or
can be preferred considering both parameters, i.e. Area and Speed.

The area of the design can be decided by an estimated number as area of the key components.
In our case, what is the expected ratio in area between the adder and multiplier? We will use
the estimation values used in [11]. By this in mind, we have area of multiplier and adder
making up the area estimation of the complete hardware. The area will be difference if it has
3 or 4 multipliers. Let us note this Area as (A). Table 1 shows the Area component
comparison for three projections. We assume our study for 256 bits, since this number of bits
in ECC is giving good security compared to RSA [4].
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How many cycles do we need per hardware to compute 256 bits? If we recall the binary
algorithm [6] that computes scalar multiplication of ECC, it will need doubling as the number
of bits and addition based on the bits value. So on average for 256 bits computation, we need
256 doubling and 256/2 additions. If looked as per bit in the cycles, every bit needs one
doubling and half addition, which can give us an estimate of the total timing (T). Table 2
shows the Time component comparison for three projections.

TABLE 1 TABLE 3
Area Component Comparison For Three Projechons AT Characteristics For Three Projections
Projection Add's Area  Mul's Area  Total Area _Frq:n:hm Al
XZXYFZ K2 4(TIN=71) k kbl 00 8 EfELWIE SHIIMT SIGTTEM T ABBIBMN + I35
A 24N} ATINSTL)  261M+213 MHAE wpEa AR Y e BTN AR PR TERAD
NP 7R AN ATINLT1) 261N HSZR LN/ AN e 3N T« 551 FEN IR0
TABLE 2
Time Component Comparison For Three Projections
Projection Add’s Time Mul's Time Total Time
X/ZX/Z 3(AN+6) 4(ANZ+16N + 16) 16N2+76N + 82
X/ ZY[/Z2 HAN+6) G6(AN2+16N + 16) 24N2+112N + 120

X/Z2X /23 4(AN+6)) 6(AN2+16N + 16) 24N2+112N + 120

The cost can be AT; which means Area times Time for applications having similar
importance of hardware area and computation speed, AT?, if time is more important or it can
be A’T, if area is more important. These cost measures will give different results in a graph
which helps in choosing the preferred efficient design based on the application need. Fig.3
shows the AT Characteristics for the three different projections based on the results of the
table 3. As we see in the figure, AT Characteristics shows that the best implementation of
ECC Cryptoprocessor using Hessian curve appears when used with the projection X/Z, Y/Z.

(T Ui LU

. PO

L] Ty —r—y Ty T T

i 0 130
M (Nnember OF Bits)

36



International Journal of Security and Its Applications
Vol. 4, No. 2, April, 2010

Fig.8. AT Characteristics for three different designs
6. Summary of Results

Table 4 shows the Comparison between Hessian Curves and Standard Curves (Short
Weierstrass Curves) for ECC over GF (p) point doubling operation when applied using affine
coordinates as a summary of results and using 3 main operations.

TABLE &
Comparson batwean Hassian Curves and Standand Cuervas Tar
ECC awar GF {p) In the normal affine coondinates

Eu:ruu e Nﬁ-ﬂﬂ! HL'A :EE Hb ﬂﬂ
Heczian curves ah 54 2
Staredard curves Tha da rl |

Table 5 shows the Comparison between Hessian Curves and Standard Curves [9](Short
Weierstrass Curves) for ECC over GF(p) point doubling operation when applied using
projective coordinates with different projections as a summary of results where we extracted
them from the data flows in the modeling and analysis section in combination with the
equations in the system equations section. The comparison in the table considers the three
projections (X/Z, Y/Z), (X/Z, Y/Z?), and (X/Z*, Y/Z?) regarding seven major parameters.

TABLE &
Comgpanson bebwsen Hesslan Gurves and Standard Curves for BGC over GF (p)
T Curve Mame Farmula Projection MoPM  HpPA HNeSM  HoSA  Woldle Tota®ul TothoAdd

XE YT 4 3 i 3 M 1A 14 5

Hesdan curves - X 4+ ¥ =gx™r? Xz, ¥/2? 3 2 i 4 I 3a 15 5
%2 v e 3 1 i 4 M 34 14 5

X2 NPT i 2 i 3 I 1A 14 5

Sandard curves ¥ = X' 4aX 40 XE, ¥/E 4 1 4 4 4M 38 1z 5
b Aol 3 2 4 3 IM 14 10 5

7. Conclusions

In this paper, we propose new hardware algorithms for elliptic curve cryptographic
computations that use Hessian curves over GF (p). Where ECC suffers from modular
inversion operation in its computations, this paper propose the use of projective coordinates
that use different projection forms to eliminate the inversion operation by converting it into
consecutive multiplication operations that can be applied for parallel multipliers.
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The normal form (in the affine) of Hessian curves results in 2 inversion operations which are
eliminated by using the projective forms where the delay of the inversion operation is
equivalent to the delay of 3 sequential multiplications.

The projections X/Z, Y/Z* and X/Z*, Y/Z’ when applied to the Hessian curves take
approximately the same critical path delay where they all need the delay of 6 sequential
multiplications. While they show the best results regarding the space (3 parallel multipliers
and 2 parallel adders), the exact critical path delay (Tgm + Tsa). The best utilization of
hardware components (Multipliers and Adders) and the minimum delay (T4 + Tss) was
achieved by the projection X/Z, Y/Z where it gives the best AT measure. Regarding standard
Short Weierstrass curves, It is also shown that projection of (x, y) to (X/Z, Y/Z) leads to a
better parallel implementation than the usually selected projection of (x, y) to (X/Z%, Y/Z?).
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